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SECURE YOUR CONTAINER VS
SUPPLY CHAIN WITH BIQOMIND

Bigmind Secure Container Image Supply Chain Service Gold

ensures your Kubernetes-based application workloads Microsoft
are secured and best practices are in place for Partner
continuous scanning and fixing. B2 Microsoft

Securing the application workloads running in your
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your container image supply chain. You need to ensure actively being scanned for
your container images are being pulled from trusted vulnerabilities

sources and being scanned for vulnerabilities. -
Prerequisites

e AKS environment in place and

In this service, Bigmind Specialists set up image operational (This can be fulfilled by
scanning and recommend best practices for your the Bigmind Kubernetes:
Kubernetes-based applications. Environment Set Up Service)

e Bigmind Discovery Workshop to
create action plan (chargeable

The scope of work will encompass choosing base service)

images from trusted third-party sources,

recommending best practices for image tagging to Estimated Timeline

deal with semantic changes when it comes both major 2-3 weeks (depending on customer

. . . rerequisites).
and minor version changes and set up of continuous PHEES) )

image scanning. We will recommend and demonstrate
how your team can propagate fixes from a base image.
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SERVICE SCOPE

Activities Deliverables
e |dentify objectives e High-level implementation
e Assess workloads and plan
T LT infrastructure
! e Define prerequisites for

implementation
Create high-level
implementation plan

Assess & Plan

e Setupand configure e Journal
scanning tool

e Set upimage propagation
for a sample application

Deploy
¢ Validate predefined test e Validation report
OO cases
AT
VWOY
Validate

e Conduct walkthrough using e Sample application

@ a sample application Handover documentation
@ e Runthrough

—_— recommendations and best
practices
Enable e Conduct enablement

sessions on operations

. . Bigmind provides specialist services and software tools to Contact our enablement team
6 b I q m I n d accelerate cloud native software development through Gianluca Carola
‘ technologies including Bigmind CAPE, Kubernetes, and gianluca.carola@bigmind.com
leading container platforms such as Red Hat OpenShift and Vinod Narayanankutty
Azure Kubernetes Service. We are a Microsoft Gold Partner, vinod.nara@bigmind.com
Red Hat APAC Business Partner for Professional Services and
Cloud Native Computing Foundation (CNCF) Silver Member.

We are also one of the first partners to be invited to participate
in the Microsoft Cloud Native Acceleration Program.

This datasheet is for information only. Please check with our enablement team for prerequisites, detailed scope of service and exclusions. Products or corporate
names may be trademarks or registered trademarks of other companies and are used only for the explanation and to the owners' benefit, without intent to
infringe.
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